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1.Start Installation

Right click on setup file and select “Run as administrator”
Note : To install MorFin ClientService & Setup need to access system32 folder. In this case setup needs
administrator privileges.

s

Mame Open |
E;' Run as administrator |
Troubleshoot compatibility
Pin to Start

|]JT§ MorFinAuthClientService | | 460 KB

™ Upload to WPS Cloud

L{' Edit with Motepad++
|2 Share

2.Welcome Wizard
I@ Setup - MorFinAuthClientService e X

fWelcome to the
MorFinAuthClientService Setup
Wizard

This withiretg]| MorFin&uthClientService versier170.0.0 on
your computer.

Itis recommended that you dose all other applications before
continuing.

Click Mext to continue, or Cancel to exit Setup.
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3.Destination Location

]’,@ Setup - MorFinAuthClientService —

Ready to Install

Setup is now ready to begin installing MorFinAuthClientService an your
computer.

Click Install to continue with the installation, or dick Back if you want to review or

change any settings.

Destination location:
C:\Program Files\MantraiMorFinAuth \MorFinAuthClientService

Start Menu folder:
(Default)

< Back Install

4. FinishMorFinAuth Client Service Installation

I@ Setup - MorFinAuthClientService =5

Cancel

Setup has finished
installed icons.

Click Finish to exit Setup,

Open test page

MANTRA SOFTECH INDIA PVT. LTD
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5. Service Status

After installing service check status of it through control panel.

I » Control Panel » All Control Panel ltems 1.Control Panel v | D

Adjust your computer’s settings View by Large icon

Ay Backup and Restore

Administrative Tools AutoPla 2 "-'-ﬁ BitLocker Drive Encryption ?" Color Management
)f MNindows 7Y yp Uhe 9
i = | Manage 4 Services = O x
Home Share View Shortcut Tools File Action View Help
= Yoo | FmEd= HE »unw
) ) w-| Copy path % Services (Local) i -
Pinto Quick Copy Paste E ettt Copy Deld ™ W ¥y m
aste shortou - -
access io MorFinAuth Client Service MName Description Status Startup Type Log On As A
Hipkuard Sianicg “% Microsoft iSCS! Initiator Ser... Manages In... Manual Local Syste...
= Stop th i S ; ]
4 23 » ControlPanel » All Control Panel Ite » R_eosfartihs:?:rc\.relce = Microsoft Keyboard Filter Controls ke... Disabled Local Syste...
A 55 Microsoft Passport Provides pr... Manual (Trig...  Local Syste...
el MName “£5 Microsoft Passport Container Manages lo... Manual (Trig...  Local Service
7 Quick access #3] Event Viewer \ Description: ‘&l Microsoft Software Shadow... Manages so... Manual Local Syste...
x Iorbinfuth Cliegt Service y .
[ Desktop g ‘,% Internet Information Sel Microsoft Storage Spaces 5. Host service... Manual Metwork S...
& Downloads * 4 iSCSl Initiator 2 Administrative Tools Providesinf.. Running  Manual Local Syste..
= : i ... Foutes mes., IManual Local Service
Documents * M Local Security Policy p—— e et o e
E Running  Automatic Local Syste
[ ODBC Data Sources (32 : i : : ”
Pictures - 'i A 3 % Mozilla Maintenance Service  The Moailla ... Manual Local Syste...
taskZ - _'_ i Durce.s ¢ @Natural Authentication Signal aggr... Manual (Trig...  Local Syste...
(e '9 Fertasmance Moritor “£5 Net.Tep Port Sharing Service  Provides abi... Disabled Local Service
{1 Print Management 35 H “CkNetlogon Maintains a... Running  Automatic Local Syste...
Marvis_Enroll_new ervice L . -
5 = 1y Recovery Drive Network Connected Device.. Network Co.. Manual (Trig...  Local Service
Screenshots ﬁ Registry Editor / : Network Connection Broker  Brokers con...  Running  Manual (Trig...  Local Syste...
Test i :£h Network Connections Manages 0.  Running  Manual Local Syste...
:\S;.}; Network Connectivity Assis.. Provides Dir... Manual (Trig...  Local Syste...
& OneDrive ;5 System Configuration -S:,?{ MNetwork List Service |dentifies th... Running Manual Local Service
B This PC .ﬁni System Information -é?} Network Location Awareness  Collects an...  Running  Automatic Metwork 5...
= % SN S Netwark Setup Service The Networ... Manual (Trig...  Local Syste...
i 3D Objects CQ P MNetwork Store Interface Ser..  This service ..  Running  Automatic Local Service
| I Windase Nefandear i
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6. Opening Certificate Installation Page
Setup will automatically open service URL as below or you can manually browse the URL.
https://localhost:8030/morfinauth

Optional: To request on HTTP - Change flag - 'Block insecure private network requests' on web browser
from 'chrome://flags/#block-insecure-private-network-requests' URL address. - Change flag to DISABLED
status.

6.1 Chrome

< C & Chrome | chrome://flags/#block-insecure-private-network-requests Q 2 % » 0 2

Block insecure private network requests.

Prevents non-secure contexts from making subresource requests to more-private IP

addresses. See also: https://developer.chrome.com/blog/private-network-access-update/ — Default v
Mac, Windows, Linux, ChromeOS, Android, Fuchsia, Lacros Default
#block-insecure-private-network-requests Enabled

Disabled

Send Private Network Access preflights

Enables sending Private Network Access preflights ahead of requests to more-private IP
addresses. Failed preflights display warnings in DevTools without failing entire request. See ‘
also: https://developer.chrome.com/blog/private-network-access-preflight/ — Mac,

Windows, Linux, ChromeOS, Android, Fuchsia, Lacros

Default v‘

#private-network-access-send-preflights

Respect the result of Private Network Access preflights

Enables sending Private Network Access preflights ahead of requests to more-private IP
addresses. These preflight requests must succeed in order for the request to proceed. See

Default v .

MANTRA SOFTECH INDIA PVT. LTD 6
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6.2 Firefox

Optional: To request on HTTP = Change flag - '‘Block insecure private network requests' on web browser
from 'about:config’ - ‘network.websocket.allowinsecureFromHTTPS’ URL address. - Change flag to

TRUE status.
<« ¢ ©) Firefox  about:config 170% 1Y i @O ® éb
Q. network.websocket.allowlnsecureFromHTTPS Show only modified preferences

network.websocket.

= =©n
allowlnsecureFromHTTPS - il

L _________________________________________________________________________________________________|
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6.3 Internet explorer

Opening test page with below link (click or ctrl + click) or follow below image.
C:\ProgramFiles\Mantra\MorFinAuth\MorFinAuthClientService\Test\MorFinAuthClientService Test.htmt

This PC » Local Disk (C:) » Program Files » Mantra » MorFinAuth » MorFinAuthClientService » Test Ir 1. Go to this path
it Mame Date modified Type Size ; SnglhttCIICk on thls,::e'
. Select on open with.
o jquery-1.8.2 02-03-2023 12:27 JavaScr 4. Select “Internet
~ morfinauth NE N3 N3 + Cil B ]
» [€ MorFinAuthClientsenviceTes
* 2 Open with WPS Office
&3 Upload to WPS Cloud /
v [Zf Editwith Notepad++
& Share
I Open with > @ Firefox
EX Segrite Endpoint Security Scan [} Google Chrome
I@ Internet Explorer I
E Add to archive... - _
D LibreOffice
g Add to "MorFinfuthClientServiceTest.rar" D e
ibreOffice
@ Compress and email... ——
. . Microsoft Edge

______________________________________________________________________________________]
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=] “a C:\Program Files\Mantra\MorFinAuth\MorFinAuthClientServicel Test\MorFinAuthClientService Test.htm ~d | | Search... P~ ! 1i|1'} Vf? {E‘} @?
@ MorFin Auth Web Test x [
= "
MANTRA-MorFinAuth-TEST
Quality(1-100) Timeout(in Second)
(o | [ o ] Finger Image
60 10
Serial No: Make:
Select image Type Sefect Temptate Type:
h Model: Width:
Select - Select -
Height:
Select Connected Device Enter Client Key :
v v)
Enter Template For Matching
v
Get Connected Device Check Device Get Supporied Device
T e T 5. Click on allow blocked content
Get T late Capture and Match
Status: |
Quality:
‘ Internet Explorer restricted this webpage frem running scripts or ActiveX controls, Allow blocked content X L]

______________________________________________________________________________________]
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- x
1| 2] CA\Program Files\Mantra\MorFinAuth\MorFinAuthClientService\ Test\MorFinAuthClientServiceTest.htm ~C | Search... 0o~
| & MorFin Auth Web Test x |7 Print >
File >
i ~
MANTRA-MorFinAuth-TEST Zoom (100%) >
Safety »
Quality(1-100) Ti t{in 5 d}
ity( AR ICR AT DU Finger Image Ope Microsoft Edge Ctrl+Shift+E
60 10
Serial No: Add site to Apps
Select Image Type Select Template Type View downloads Chrl+)
T Wic
- f M. dd-
Select =~ Seledt [V 6. Click here and select i
“| . F12 Developer Tools
Select Connected Device Enter Client Key : nternet option Go to pinned sites
E = \ Compatibility View settings
Internet options.
Enter Template For Matching Ababt Intemet Exglorer
Get Connected Device Check Device Get Supported Device
Get Info Capture Get Image
Get Template Capture and Match
Status:
Quality:
¥
R T e
£ Type here to search £ A @ ~ B 7 Q) 5 ENG
>) a C:\Program Files\Mantra\MorFinAuth\MorFinAuthClientService\ Test\MorFinAuthClientServiceTest.htm - C || search.. D~ | M o
| MorFin Auth Web Test '
net Options ? X ]

MANTRA-MorFinAuth-TEST

General Security Privacy Content Connections Programs Advanced

Select a zone to view or change security settings, 7 Select Securlty and than C|ICk

] : :
@ @ J/Q// on Trusted site " -

Internet  Localintranet Trustedsites  Restricted g
sites \

S s tatyou LS (S —— 8 Click on Sites and add the url
as show blow

trust not to damage your computer or

your files. ;
You have websites in this zone. e
Security level for this zone 'vf this zone will use the zone's seflirity settings
C“g::;‘m St Add this website to the zone: .
T g b et bk Cust eyl [ nttpsu/ocalnost | [ aad 9 If you are not using test page but you
-To use the recommended settings, dick Default level. e are USing Other Website then yOU have to
hittps://download.mantratecapp. com e | also add your site url (for ex:
[[]Enable Protected Mode {requires restarting Internet Explorer) https:/flacalhost s
Gammimany| [ Gerition http://download.mantratecapp.com)

| Reset all zones to default level

Require server verification (https:) for all sites in this zone

If you are using only “http” instead
Cose of “https” then you can uncheck this
- check box

[ oc [[ concd ][I0

Status:

Quality:

______________________________________________________________________________________]
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- a C:\Program Files\Mantra\MaorFinAuthtMorFinAuthClientServicel Test\MorFinAuthClientService Test.htm -c || search... P~
| MorFin Auth Web Test i
Internet Options ? = = "
MANTRA-MorFinAuth-TEST
General Security Privacy Content Connections Programs Advanced
Finger Image
Select a zone to view or change security settings.
e ' J ® Serial No: Make:
Internet  Localintranet Trusted sites  Restricted Madek hpliils
sites
- Height:
Trusted sites - .
i ' \ Sites |
This zone containg websites that you _— T dsi %
trust not to damage your computer or rusted sites
your files,
‘fou h bsites in thi .
S o el You can add and remove websites from this zone. All websites in
Security level for this zone this zone will use the zone's security settings.
Cuetom Add this website to the zone:
Custom settings.
-To change the settings, dick Custom level, | https://localhost | | Add |
- To use the recommended settings, dick Default level,
Websites:
https: /fdownload, mantratecapp.com | Remove |
[C]Enable Protected ferniet Explorer) htips: {focabhost s —
| customlevel.. | || pefadtievel |
12 click ok | Reseta]lzwaﬂmdehﬂtlevel ‘
\ [IRequire server verification {https:) for all sites in this zone
- 0 ¢
Y == B
10. Click on “Custom level” and Enable
Status: 1 : H
atus this Options shown as per image and
Quality: Disable “Windows defender
)

______________________________________________________________________________________]
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Security Settings - Trusted Sites Zone >
Security Settings - Trusted Sites Zone >
Settings
Settings
|&® Enable .MET Framewark setup ™
() Disable (") Disable ~
(®) Enable (@ Enable
| | Miscellaneous =) Subm?t non-encrypted form data
Access data sources across domains O Disable
() Disable @® Enable
@ Enable b~ () Prompt
C) Prompt ) \ || Use Pop-up Blocker
|| Allow dragging of content between domains into separate wi ~1 \ O: Dtk
Q E:gat?lle | Use Windows Defender SmartScreen
Cl able ;i
|| Allow dragging of content between domains into the same wi - >
i serdata persistence
) Disable [ Userdata Fe
%En _ 8 ;S:;LE
—
i Miezhla Y. WWisheitar in lare rrivilanad wah ~artant sars Fan naiasks in
€ > < >
*Takes effect after you restart your computer *Takes effect after you restart your computer
Reset custom settings Reset custom settings
Resetto:  |Medium {default) v| | Reset.. | Resefto: | pMedium (default) ~ Reset...

11. Click “Ok”

o[ el | o ][ conee

Internet Options T: X

General Security Privacy Content Connections Programs Advanced

Settings

Enable DOM Storage -~
[] Enable Enhanced Protected Mode*
Enable Integrated Windows Authentication™

i LHTTE syonort . )
[ Enable Windows Defender SmartScreen 13. Uncheck this check box if
o Mot Track regues sites you wisit in Internet E |t iS Checked.

Use 551 3.0
Use TLS 1.0
UseTLS 1.1 - .
Use TLS 1.2 14. Check all this check box if it is
[t rtamshontosentifiaatasarira e miemate] unchecked.
[ warn if changing between secure and not secure mode

Warn if POST submittal is redirected to a zone that does n
v

£ 2 15 Click “Ok”.

*Takes effect after you restart your computer

Restore advanced setti

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default
condition.

‘fou should only use this if your browser is in an unugdble state.

Cancel | . Apply

______________________________________________________________________________________]
MANTRA SOFTECH INDIA PVT. LTD 12



™
MANTRO \0rein AUTH CLIENT SERVICE MANUAL | 2023

7 Morfin Auth Test Page

[ '|ra C:\Program Files\Mantra\MorFinAuth\MorFinAuthClientService\ Test\MorFinAuthClientServiceTest. htm -G | | Search...
[ @ MorFin Auth Web Test = |C7
5 ’
MANTRA-MorFinAuth-TEST
Quality(1-100) Timeout(In Second}
| 60 | 10
Serial No: 1234567 Make: MANTRA

Select Image Type Select Template Type

— B e — Model: MELO31 Width: 400

i : Height: 500

Select Connected Device Enter Client Key :

MELO31 v L~
Enter Template For Matching
Get Connected Device Check Device Get Supported Device
Get Info Capture Gel Image Click on Capture” button,
Red light will blink on scanner,
Get Template Capture and Match Put your finger on scanner and wait for stop
the red light,
_ If finger captured successfully then finger image will
) shown on screen
Status: ErrorCode: 0 EmrorDescripfion: Success
Quality: Cuality: 61 Nfig: 2

Ri1SACAYMARAARDAAAABKARNAMIAXQEARRAIGACTAT+F4 DLAC9GED AT 26 FOCCAVA gF DCOAXYYFYRaAlshFODyAPKRGECYAZOR FUDGAMT £GEDYAT1qF4DhASe +GIBTAVAQFOCZARL 2 FT 5y
e T AT AT RIS AT T RTINS a0 T 4 2 D17 £33 e ¥ R T ST A DRI R £7 ¥ = DRV RTINS 3 o 5 T T AT T Do o

=X=X=X=X=X=X-X=X=X-X=X-X-X-X-X-X~
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